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JlemapTaMeHT TOCYAapCTBEHHOM MONUTUKU B cepe obmero obpasoBanuss MunoOpHayku Poccun
HampaBJsieT A CBelleHHs paspaboranHble Bpemennoii komuccueit CoBera ®denepany M0 pa3BUTHIO
UH(QOPMAIIMOHHOTO O0IIeCTBA METOAMYECKUE PEKOMEHIAIMK O Pa3MEHICHUH Ha WHQPOPMAIMOHHBIX
CTeH/ax, opunmanbHEIX ~ WHTEpHET-caliTax M JAPYruX  HMHGOPMAIMOHHBIX  pecypcax
0011e00pa30BaTENbHBIX OPTaHU3alMi U OPraHOB, OCYIIECTBISIOMINX yIIpaBieHHe B cepe oOpa3oBaHus,
uHpOpMaIHy 0 0€30MacCHOM MOBEACHUH U HCIOIb30BaHUU ceTH "MHTepHer".
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ITpunoxenue

METOIWYECKHUE PEKOMEHIALIUU
O PASMENIEHAN HA UH®OPMAIIMOHHBIX CTEHIAX, O®UIIMAJTILHBIX
WHTEPHET-CAVTAX U IPYTUX NTHOOPMAIIMOHHBIX PECYPCAX
OBIEOBPA3OBATEJBHBIX OPTAHU3ALINI U OPTAHOB, OCYUIECTBJISTIOLIIAX
YIPABJIEHUE B COEPE OBPA3OBAHUS, UH®OPMAIIMH O BE3OMACHOM
MOBEJIEHNU Y UCTIOJIb30BAHNY CETH "MHTEPHET"

OkcnepramMmu W ujneHamu BpemenHoil komuccun Cosera @exnepalii 1O Pa3BUTHUIO
MH(POPMAIIMOHHOTO OO0IEeCTBA B pPaMKax BBIOJHEHUS PEKOMEHIAUMN MapJaMEeHTCKUX CIyIIaHui
"AKTyallbHbIE BOMPOCHI OOecreyeHHs: O€30MacHOCTH U Pa3BUTUA JE€Te B HHQPOPMAIMOHHOM
npoctpaHcTBe", koTtopble mpouun B Coere Penepauuu 17 ampens 2017 r., 6buM pa3paboTaHbI
METOJIMYECKUE PEKOMEH/IALUU O pa3MEIleHUU Ha NHPOPMAIIMOHHBIX CTEHIaX, OPHUIMATbHBIX UHTEPHET-
caiitax M Jpyrux HHGPOPMALMOHHBIX pecypcax o0O0IIeo00pa30oBaTeNbHbIX OpPraHU3allMii U OpraHoB,
OCYIIECTBISIOMNUX YIpaBieHHE B cdepe oOpazoBanus, WHPOpPMAIUU O OE30MaCHOM TOBEJICHUU U
ucrnonb3oBanuu cetu "MuTepHer" (nanee - METOIMUECKHE PEKOMEH IALINH ).

Meroandeckiue  peKOMEHJAIMM  HAMNpaBJICHBl HAa  KAYeCTBEHHOE  TOBBIIMICHHE  YPOBHS
MH(POPMAITMOHHON JEATENHHOCTH O0O0Ie00pa30BaTEIbHBIX OPTaHU3AIM U OPTraHOB, OCYIIECTBIISIOIINX
ynpaBieHue B chepe oOpa3zoBaHUs, B 4aCcTH MHGOPMHUPOBAHUS YYAIIUXCS, UX POAUTENEH (3aKOHHBIX
MPEACTAaBUTENCH) M TEJaroru4ecKuXx pabOOTHUKOB 00 OCHOBHBIX AaclekTax WHGOPMAIMOHHON
0€30MacHOCTH.

Meroandeckue peKOMEHIAIMK TO3BOJISIT 00me00pa3oBaTeIbHBIM OpPTaHM3aIlMsAM M OpraHaM,
OCYILECTBISIOUIMM YIpaBiieHue B cdepe 00pa3oBaHuUs, aKTyalM3UPOBaTh YXKE HUCIHOJb3yeMble U
pa3MelieHHble HH)OPMAIIMOHHBIE MaTepPHAallbl, TAK U MOJATOTOBUTh MX B CIIy4ae MX OTCYTCTBUS C yUETOM
JYYIIUX TPAKTHK U pEKOMEHIalnH.

B paMkax METOOUYECKUX PEKOMEHAALMI PacCMAaTPUBAIOTCS CIEAYIOLINE HHCTPYMEHTBI:




1. ua(bOpMaLIMOHHBIE CTEH/IBI;
2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBOM MHGpOPMAIHH (IIKOJIBHBIC TA3€Thl, IIEAArOTMUCCKUE U3IaHUS U JIPYTHE).
HNudopmanmoHHbIe CTEH/bI

Ha uHdopMaIMoHHBIX CTEHIaX B 00111€00pa30BaTeIbHBIX OPraHU3aIUAX, PACIIOI0KEHHBIX B (oiie
YUpPSKACHUH M B KaOWHETaX, OCHAIICHHBIX IEPCOHAJIHHBIMH YCTPOWCTBAMM JJISi BBIXOJA B CETh
"UurepHeT", peKOMEHIYeTCS pa3MeCTHTh WHPOPMAIIMOHHBIC MAMSITKH, COACPKAIMEe OCHOBHBIC COBETHI
o oOecreueHn0 NHPOPMAITMOHHOHN 0€30MIaCHOCTH yUYaIIuXCsl.

B MMPUIIOKCHUHA N 1k MCTOAUYCCKHM PCKOMCHIAALHAM IIPCACTABJICH 06paaeu naMATKHU OJIA
PasMCIICHUA Ha I/IH(bOpMaI_[I/IOHHHX CTCHOax.

CpeacrBa maccoBoii nHGopManun

B cpencrBax maccoBoit mH(MOpMAaIMK, OPHEHTUPOBAHHBIX HA OOYYAIOUIMXCS, PEKOMEHIYETCS B
TEUCHHE YYEOHOrOo TOJa pEryJsIpHO IyOJUKOBaTh HWH(POPMAIMOHHBIE MAaTEPHUANbl, TOCBSIICHHBIC
OTICIBbHBIM acrekTaM HH()OpPMAaMOHHOW O€30IacHOCTH, a TaKXKe pPa3JIMYHbIC MaMSITKH OOIIEero
XapaxTepa.

B cpencrtax maccoBoit MH(pOpMalLMU, OPUEHTUPOBAHHBIX HA MENAarorMyeckyro OOIIEeCTBEHHOCTb,
peKOoMeHayeTCs B TeUEHHE KaJIEHJAapHOI'0 rojia peryssipHo myOIuKoBaTh HH(GOPMAIIMOHHbIE MaTepHalbl,
MOCBSIIIEHHBIE OTJENbHBIM aclieKTaM HH(OPMAIMOHHON 0€30M1aCHOCTH KaK HECOBEPIIEHHOJIETHHUX, TaK U
00111€00pa30BaTENbHBIX OpPTraHU3alMi, a TAKXKe Pa3IUYHbIe MaMATKH, 0030pbl HOPMATHBHO-IIPABOBOIO
peryivpoBaHusi JaHHOW cdepbl U MHDOPMALMIO O AKTYalbHBIX MEPOINPUSATUSAX U COOBITHUAX B JTAHHOU

cepe.

B xonme mpomenenuss EnmnHoro ypoka mo Oe3omacHoctd B cetu "MHTepHeT" pexkoMeHyeTcs
00ecreunTh BBIMYCK TEMAaTUYECKOTO BBIMYCKa CpEeACTBA MAaccoBOW HHGOpMaIMu JUO0 cepuu
MyOIuKaui, cpeiu KOTOPBIX PAaCCMOTPETh OPraHW30BAaHHBIE MEPONPUATHUS IS OOydYaroIIUXCs, UX
poautenei (3aKOHHBIX MPEICTABUTENEH) U TIEIarornuecKoi 00IIeCTBEHHOCTH.

O¢puunanbusie UHTEpHET-pecypehl

OO61eo0pa3zoBaTeNIbHBIM  OpraHU3alUsIM PEKOMEHyeTcs Ha CBOMX oduuuanbHbX HHTepHeT-
pecypcax obecnednTs (YHKIMOHHUPOBAHUE CAMOCTOSTENFHOTO U CHEIHMAIM3UPOBAHHOTO pasjena
"UndopmanmonHas 0e€30macHOCTh", B paMKaxX KOTOPOTO TPEIyCMOTPETh pa3MeEIIeHUE CIeAyIOIei
uHpOpMaIUu:

N | Pazmen/monpaznen ®dopmar Conep:xaHue MaTepUasoB
MpeACTaBICHUS
MaTepHuaoB
1. |JloxanesHEBIE Konuu noxkymeHnToB B | Pazmeniarorcsi KONMMM JOKYMEHTOB, T.€.
HOpMaTUBHEIE akThl | popmate *PDF CKAaHUPOBAHHBIA BAPUAHT JOKYMEHTA,
B cepe COOTBETCTBYIOIINI TPeOOBAHUSIM K
obecrniedeHus napameTpaMm CKaHUPOBaHUSI.
nH(pOPMAITMOHHOM Pa3mMenarorcst IOKyMEHTHI,




0€30I1aCHOCTH
o0yJaromuxcst

periaaMeHTHPYIOIIE OPraHU3aLuio U
paboTy C mepcoHaIbHBIMU JAHHBIMH,
IUIAHBI MEPOTIPHATHI 110 00ECIICYCHUTO
MH(POPMALIMOHHOM 0€30MaCHOCTH
00y4aromxcs 1 Apyrue.

HopMmarushoe
peryiupoBaHue

Kormuu 10KyMeHTOB B
¢dopmare *PDF

[Ty6unKyrOTCS akTyallbHbIE CBEJIEHUS O
denepanbHBIX U PETHOHATBHBIX
3aKOHax, IMCbMaX OPraHOB BJIACTH U
Jpyrue HOpMaTHUBHO-IIPABOBLIE
JIOKYMEHTBI, PEerJIaMeHTUPYIOLIHE
obecrieyeHre HHPOPMALIMOHHOM
0€3011aCHOCTH HECOBEPLICHHOJIETHUX.
JomyckaeTcsi BMECTO KOIHit
pasMelaTh rUIepcCbUIKM Ha
COOTBECTCTBYIOIIHMEC JOKYMCHTHI Ha
caifTax opraHoB roCyapCTBEHHOM
BJIACTH.

[Tenarornyeckum
pabOTHHKaM

TekcT Ha cTpaHule
caiita

Komuu 1oxkymeHToB B
dbopmare *PDF

Pazmemniarorcsg MeTOTHUECKHE
PEKOMEH/IallMU U YKa3bIBaeTCs
uH(pOopMaLUs 0 MEPOTIPUATHSIX,
MIPOEKTaX M MpOorpaMMax,
HaHpaBJIeHHI)IX Ha IIOBBIILICHHUC
WH(OPMALIMOHHON TPAMOTHOCTH
neaarort4yeCKux pa6OTHI/IKOB.

OO6yuaromumcst

TekcT Ha cTpaHuIle
canra

Pa3smemaercst uHpopmanroHHas
namsaTka (mpunokerue N 2) u
yKa3bIBaeTCsi HHPOpMaIus o
MEpONPUATHSIX, TPOEKTaX U
porpaMMax, HalpaBJICHHBIX Ha
MOBBIIIIEHUE HH(OPMAIIMOHHOMN
rPaMOTHOCTH O0yYarOUINXCS.

Ponurensm
(3aKOHHBIM
MIPE/ICTaBUTEIISIM)
o0yJaromuxcs

TekcT Ha cTpaHule
canra

Pa3smemaercst uHpopmanronHas
namartka (npunoxenue N 3).

JleTckue Oe3omacHbIe
CalTHI

TekcT Ha cTpaHulEe
caiita

Pasmeraercst uapopmarus o
PEKOMEHTYEMBIX K HCITOHb30BaHHIO B
yueOHOM Mpoliecce 6e30MacHbIX
caiitax, 0aHHEepbI 0€30IMMACHBIX TETCKUX
CaliToB.

Opranam, OCYLIECTBISIIOIIMM yIpaBieHHe B cdepe 00pa3oBaHUs, PEKOMEHAYETCS Ha CBOMX
opurnmaneHeix ~ UHTepHET-pecypcax  obOecneynTh  (YHKIIMOHUPOBAHHWE  CAMOCTOSITENBHOTO U
crienuaaIn3upoBaHHoTO pasjaena "MHadopmannonnas 6e30macHOCTh", B paMKax KOTOPOTO MPETyCMOTPETh
pasMelieHue ciaenyromei napopmamm:




[Ipunoxenue N 1

IHAMATKA _ _
JJIAA OBYYAIOIUXCA Ob THPOPMALIMOHHOU BE3OITACHOCTHU JETEHN

HEJIb35
1. Bcem noipsizi coo011aTh CBOO YaCcTHYIO HH(MOpMaIIo (HACTOSIINE UMsI, PaMUIIHIO,

TenedoH, aJpec, HOMEP LIKOJIbI, a Takxke GoTorpaduu CBOU, CBOCH CeMbU U Apy3ei);
2. OTKpBIBaTh BIIOKEHHBIE (PaiJIbl 37IEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuTth, npuanpaThCs, OKa3bIBATh JaBICHUE - BECTH CE€0s1 HEBEXKIIMBO U arpECCUBHO;
4. He pacniopskaiicsi IeHbraMu TBOEH CEMbHU 0€3 pa3pelleH s CTapIIuX - BCeraa
CIIpallINBal POAUTEIIEH;

5. He BcTpeuaiics ¢ MHTEpHET-3HAKOMBIMU B PEATIBHOM KU3HH - IOCOBETYHCS CO
B3POCIIBIM, KOTOPOMY JIOBEPSEILIb.

OCTOPOXHO

1. He Bce numryt npasay. Yuraens o cebe Henpasay B MHTepHETE - co001M 00 3TOM
CBOUM POJUTENSIM WIN ONIEKYHAM;

2. IlpurnamaroT nepenuchiBaThCs, UrPaTh, 0OMEHUBATHCA - TPOBEPD, HET JIM MOABOXA;
3. HezakonHoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O IpoOIeMax B CETH - OHU BCErJa OMOTYT;

5. Ucnionb3yil HACTPONKH O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKayHTBI B COLICETSAX U APYTUX MMOPTAJIAX.

MOKHO

1. YBaxait qpyrux nojab30BaTeNei;

2. Ilonw3yenibcst THTEPHET-UCTOYHUKOM - JI€JIall CCBUIKY Ha HETO;

3. OTKpBIBai TOIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. O0maThCs 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbI U aIMUHUCTPALUs CAUTOB
BCET1a IOMOT'YT;

5. IIpoiiau obyuyenue Ha caifte "CeTeBUYOK" U MOTYyYH MacnopT HUPPOBOTo Ipak1aHuHA!

[Ipunoxenne N 2




NHOOPMALMOHHASA TAMATKA
JUISA OBYYAIOIIUXCA 1J15A PASMEILEHUSA
HA O©PUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxIpIM T'OI0M MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCA OOJIbLIE, a IIKOJbHUKU OJHU M3 CaMbIX
aKTUBHBIX IIOJb30Baresied Pynera. Mexay TeMm, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEpHET HeceT M Npo0biieMbl. DTa naMsITKa JODKHA IIOMOYb Tebe 6e3011acHO HaXOIUThCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUpYC - 3TO pPa3sHOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOM SBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHIO. B JI0MIOTHEHNE K ATOMY, BUPYCHI MOTYT
MOBPEINUTh WIN IMOJHOCTbIO YHHUTOXHUTH Bce (aillibl U JaHHBIE, IOJKOHTPOJIBHBIE IOJIB30BATEII0, OT
MMEHH KOTOPOTO ObUIa 3aIylleHa 3apakeHHasi MporpaMMa, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXUTh
OIEPALMOHHYIO CHCTEMY CO BceMH (QaillamMu B 1eioM. B GOJbIIMHCTBE ClyyaeB PacHpOCTPaHSIOTCS
BHUPYCHI U€pe3 UHTEPHET.

MeToabl 3alIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. HCHOHB?»Yﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CUCTCMbI, UMCIOIITHUEC Cepbe3HLIﬁ YPOBCHb 3alllUTBI OT
BpPCOAOHOCHBIX ITPpOIrpaMm;

2. TlocrosHHO ycraHaBnmuBaik mayTH (UUQPOBBIE 3aIIaTKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCA C LENBIO0 J0pabOTKM TPOrpaMMbl) M ApPYrHe OOHOBIICHHS CBOCH OIEparOHHOM
cucreMmbl. CkaunBail UX TOJBKO C odpuuManbHOro caiita paspadorunka OC. Ecnu cymiecTByeT pexxum
aBTOMaTHYECKOT'0 OOHOBJICHHSI, BKIIIOUH €r0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE MOJ IpaBaMM IOJIb30BATENsS, a HE aJMUHHUCTpaTopa. DTO HE
II03BOJIUT 6OJ'II)IHI/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HWHCTAJIMPOBATECSA Ha TBOCM IIEPCOHAIIBHOM
KOMITBIOTEPE;

4. Hcnonb3yld aHTUBHUPYCHBIE MpPOTPaMMHBIE MPOAYKTbl H3BECTHBIX INPOU3BOAMUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannypb (pu3HYeCKHid JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMLL;

6. Mcnonp3yil BHEIIHME HOCUTENU MHPOpPMAIUH, TaKhe Kak (hielika, JTUCK WK (ailll u3 HHTEpHETa,
TOJIBKO U3 MTPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIBIOTEpHBIEC (hailyibl, MONyYEeHHBbIE U3 HEHAJIEKHBIX HCTOUHUKOB. Jlaxe Te
(aiinbl, KOTOpPbIE MpHCIal TBOM 3HAKOMBIN. JIy4llle yTouHM y HEro, OTHPABJISUI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 570 He Bua mepenaun NaHHBIX, HE TEXHOJOTHS, a BCETo JIUIIb OpeHn, Mapka. Eme B 1991
roJy HHUJAepJiaHJcKas kommaHus 3apeructpupoBaia Opena "WECA", uro 00603Ha4ano cioBocoueTaHUe
"Wireless Fidelity", koTopblif mepeBoanTcs Kak "GecrpoBoiHAs TOYHOCTD'.

Jlo Hamero BpeMeHH J0IIa Ipyras abOpeBraTypa, KOTopasl sSBISETCS TaKOH ke TeXHOJIOTHEH. DT
ab0pesmuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1aHO C HAMEKOM Ha CTaHJApPT BBICIICH 3BYKOBOW TEXHUKU
Hi-Fi, uTo B mepeBo/ie 03Ha4aeT "BbICOKAs TOYHOCTD'.




Jla, OecCIUTaTHBI WHTEPHET-IOCTYH B Kade, OTCIIX U a’pomopTax sBIACTCS OTIUYHON
BO3MOXKHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE 3KCIEpThl CYUTAIOT, yTO 00meaocTymHbie Wi-Fi cetn He
SABJIAIOTCS OE€30IIaCHBIMMU.

CoBeTsbl 10 0€30macHOCTH paboThI B 001IeA0CTYIHBIX ceTssx Wi-fi:

1. He mepenaBaii cBoro uunHyro uHdopmalmio yepes oodmenoctymasie Wi-Fi cern. PaboTas B Hux,
KeJlaTeIbHO HE BBOJIUTH MAPOJIH JJOCTYIIA, JIOTHHBI U KAKUE-TO HOMEPA;

2. Hcnonb3yii W OOHOBISIH aHTHBUPYCHBIE IIporpaMMbl M OpaHamayep. Tem caMbIM ThI
o0e3omnacuilb cedst OT 3aKaYyKu BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmoun ¢yakmuio "OOmmii goctyn K ¢aiinam u mpuHTepam'.
JanHass (QYHKIMS 3aKpbhITa [0 yYMOJTYAHWIO, OJHAKO HEKOTOPHIC TOJH30BATEIM AKTHBUPYIOT €€ IS
y00CcTBa NCIIONIB30BaHUs B paboTe Uiu yueoe;

4. He ucnonb3yii nyonuunsii WI-FI nns nepenauum Ju4HBIX JaHHBIX, HaIpuUMep JJs BbIXOJAA B
COLIMAJIbHBIE CETH UJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tonbko 3amuniennoe coeaunaenne yepe3 HTTPS, a ue HTTP, T.e. npu HabGope BeO-
anpeca BBoau umeHHO "https://";

6. B moOunbHOM Tenedone otkimroun ¢yakiuio "[loakmouenue k Wi-Fi aBromartuuecku". He
JOMyCKal aBTOMaTHYECKOTO MOIKITFOUEHUS yCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacusi.

CoumnajnHble CeTH

ConmanbHble CEeTH AKTUBHO BXOAAT B Hally >XKU3Hb, MHOTHE JIOAUW pabOTalOT M KUBYT TaMm
IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUJUIHAp]L YEJIOBEK, UTO SIBJISIETCS OJHOM CEIbMOM BCEX
KHUTeNeHd MiaHeTbl. MHOIrHME MOJb30BaTENM HE MOHMMAIOT, 4TO HMH(OpMaIus, pa3MelleHHas UMH B
COLIMAJIbHBIX CETAX, MOKET ObITh HalJIeHa U HCIOJIb30BaHa KEM YrOJIHO, B TOM YMCJIE HE 0053aTeIbHO C
OJaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI IO OE30IACHOCTH B COIMAJIBHBIX CCTAX!

1. Orpannub cnucok Apy3ei. Y TeOs B APY3bsX HE JOHKHO OBITH CIyYallHBIX UM HE3HAKOMBIX
JTIOJICH;

2. 3ammiail CBOIO 4YacTHYIO JKu3Hb. He ykasbiBall maponu, Tene(oHbl, ajapeca, AaTy TBOETO
POXKIEHUS U JAPYryl0 JIUYHYI0 HMHPOpMAIUIO. 3JIOYMBIIUIEHHUKH MOTYT HCIOJb30BaTh Jlaxke
MH(OPMAIIHIO O TOM, KaK Thl M TBOM POJUTENH MIJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuinail CBOIO PEImyTaluio - IePKH €€ B YUCTOTE U 3aJiaBail cebe BOMpPOC: XOTeN OBl ThI, YTOOBI
Jpyryue TOJb30BaTeNd BUIENU, YTO Thl 3arpyxkaeuib? [logymaii, mpexiae yeM uYTo-TO OIMyOJIMKOBaTh,
HaIUCATh U 3arpy3UTh;

4. Eciv ThI TOBOPHILIG C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAILHOE UMS U IPYTYIO
JMYHYIO0 HHPOPMALIUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U IpoYee;

5. U36eraii pazmenienust Gororpaduii B IHTepHETE, T/I€ THI M300pa)K€H Ha MECTHOCTH, 10 KOTOPOM
MO>KHO OIpENIEIUTh TBOE MECTOIIOIOKEHUE;

6. Ilpu perucrpanuu B COLUANBHON CETH HEOOXOIMMO HCIIOJIb30BaTh CIOXKHBIE TTAPOIIH, COCTOSIINE
u3 OyKB U (P U ¢ KOJIUIECTBOM 3HAKOB HE MEHEeE §;




7. I[J'ISI COL[I/IaJIBHOﬁ CCTH, IMOYTHI U APYIrux calToB HCO6XO,Z[I/IMO HCIIOJIb30BAThb PA3HBIC I1APOJIH.
TOFI[a eclii Teos B3JIOMAIOT, TO 3JIOYMBINUICHHUKH IIOJYYaT AOCTYII TOJBKO K OJHOMY MECTY, @ HC BO BCC

cpasy.
DJIeKTPOHHbBIE JeHbI U

DJEKTPOHHBIE JICHBIH - 3TO OYEHb YIOOHBIN CIIOCO0 IUIaTeXel, 0OJIHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT MOJIYYNUTh 3TH JACHBIU.

3JI€KTpOHHBI€ ACHBI'M NOABUJIMCH COBCEM HCAABHO U UMCHHO H3-3a 3TOI'0 BO MHOTHX ToCyAapCTBax
A0 CUX IIOP HE IMPOMKUCAHO IMPO HUX B 3dKOHAX.

B Poccun xe oHu (YHKIMOHHPYIOT M O HUX YX€ MPOMHCAHO B 3aKOHE, I/ UX Pa3AeisioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHHUMHBIC. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspemiaercss MPOBOAWTH omepanuu 0e3 HIAeHTU(UKALUKA T[OJNb30BaTes, a B HEAHOHMMHBIX
UICHTH(UKAIUS TTOTH30BATEIS SBISCTCS 0053aTEIHHOM.

Taxxe CJICAYCT pa3jinvdaThb 3JICKTPOHHBIC (I)I/IaTHBIe ACHBI'1 (paBHH ToCy1apCTBCHHBIM Ba.]'IIOTaM) n
QJICKTPOHHBIC HC(I)I/IB.THBIC JCHBI'N (He paBHBI TOCYAapCTBCHHBIM BaJ'IIOTaM).

OcHOBHBIE COBETHI TI0 OE30IACHOM paboTe € NEKTPOHHBIMH JJCHbIaMH:

1. IlpuBsxM K cyeTy MOOMIBHBIN TeneoH. ITO caMblil YAOOHBIH 1 OBICTPHINA cIOCO0 BOCCTAHOBUTH
noctynm K cdery. IlpuBsizaHHBIM TenedOH TMOMOXKET, €ciid 3a0yAelib CBOM IUTATEKHBIA IMApPOh HWIIH
3aiiielllb Ha CaliT ¢ HE3HAKOMOT'0 YCTPOUCTBA;

2. Vcnonb3yii ogHOpa3oBeie maponu. [locne nepexona Ha YCHUIIEHHYIO aBTOPHU3AIMIO TEOE yKe He
OyZeT yrpokaTh OMAaCHOCTh KPa)XHl HITK TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu crnoxublii maponb. IIpectynHukam OyJer He MNpPOCTO yrajgaTb CIOXKHBIA IapoJb.
Hanexubie maposiu - 3To mapoyiv, KOTOpbIe COIepKaT HE MEHee 8 3HAKOB M BKJIFOYAIOT B C€0S1 CTPOUYHBIC U
IpONKCHbIe OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKME KaK 3HaK JoJuiapa, (hyHTa, BOCKJINLATEIbHBII
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JaHHBIC HAa caliTaX, KOTOPHIM HE JOBEPSEIIb.
DJIeKTPOHHAS MOYTA

ONEKTPOHHAs IOYTa - JTO TEXHOJOTMS M IPENOCTABISIEMBIE €0 YCIYIM IO IIEPECBUIKE H
MOJTyYEHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOpPBIE paclpeleNsioTcs B KOMIBIOTEpHOW ceTH. OOBIYHO
AJNIEKTPOHHBIA TOYTOBBIN SIIUK BBITJSAUT CIEAYIOIIMM 00pa3oM: HMs_IOJIb30BaTENA(@UMS_JOMEHa.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEEeTCs BO3SMOXKHOCTD NepeaBaTh (aiiibl.

OCHOBHBIE COBETHI 110 6€30TacCHOM padOTe ¢ AMEKTPOHHOU MTOUTOM:

1. Hago BbIOpaTh NpaBUIBHBI MOYTOBBIM cepBUC. B HHTEpHETE €CTb OrpOMHBIN BHIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIy4IlIe TOBEPSATh TE€M, KOrO 3HACIIb U KTO MEPBBIH B peHTHUHTE;

2. He yxaspiBaili B JMyHOM mouTe AuuHylo uHpopmanuioo. Hanpumep, nydme BbIOpaTh
"My3bIKanbHbIN  paHaT@" wim "pok2013" Bmecto "temal3";

3. Hcnonp3yil ABYXATAaNHYIO aBTOPU3AIMIO. JTO KOrJa MOMHUMO NapoJis HY)XHO BBOJUTH KOJ,
MpUcChIIaeMbIi 10 SMS;




4. BpiOepu CIIOXHBIN Tapodib. s KakI0TO MOYTOBOrO SITUKA JODKEH OBITh CBOW HAIAC)KHBIM,
YCTOWYUBBIN K B3JIOMY MApOJIb;

5. Ecnu ectb BO3MOKHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTB;

6. Vcronb3yli HECKOJBKO IOYTOBBIX SIIIMKOB. [lepBbIl 11 4aCTHON NEPENMCKU C agpecaraMu,
KOTOPBIM ThI JIOBEpsiCIlb. DTO JIEKTPOHHBIN aJipec He HaJ0 UCIOJIb30BaTh MPU PEruCTpaluy Ha (opymMax
U caiTax;

7. He oTkpbIBaii daiiaiel 1 ApyTrHe BIOKEHUS B MUCbMaX, JIaXKe €CJIM OHM MPHUIILUIA OT TBOMX JIPYy3€il.
Jlyuiie yToYHM Y HUX, OTIIPABIISIIN JIU OHU TeOe 3T (ailibl;

8. Ilocne okoH4YaHMs paOOTHI HAa TIOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIIAJIKHU C CAUTOM HE 3a0y/b
HaxaTb Ha "BeiiTn".

Ku6epOy/uiMHT WK BUPTYaJbHOE U31eBATEIbCTBO

KubepOymnuHr - mpeciieioBaHHE COOOIIEHUSMH, COJEPKAIIUMH OCKOpPOJICHUS, arpeccHio,
3allyTUBaHUE; XYJIUT'AHCTBO; COIIMAIbHOE OOMKOTUPOBAHKE C TIOMOIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILTUHTOM:

1. He Gpocaiics B 00ii. JIyummii cioco6: mocoBeToBaThes Kak ce0si BECTU U, €CIU HET TOro, K KOMY
MOYKHO OOpaTHTbCs, TO BHayajlle YCIOKOMTbcA. Eciim Tkl HayHellb OTBeYaTb OCKOPOJIGHUSIMM Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OOJIbIIE Pa30kKenb KOH(IHKT;

2. YopaBnsii cBoei kubeppernyrainuei;

3. AHOHUMHOCTh B CE€TH MHHMas. CYI_HGCTBYIOT CITOCOOBI BBISICHUTH, KTO CTOHUT 3a aHOHHMHBIM
AKKayYHTOM;

4. He crtouT BecTH XyJUTaHCKUM 00pa3 BUpTyalnbHOW ku3HU. VHTEepHET (uKcHpyeT Bce TBOU
JEeUCTBUS M COXPAHSET UX. Y AATUTh UX Oy/eT KpaiiHe 3aTpyIHUTEIbHO;

5. Co0toiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. UrHopupyil enauHuuyHblii HeraTuB. OAHOpa30BbIE OCKOPOUTENbHBIE COOOLIEHUS JIydIle
urHopupoBaTh. OObIUHO arpeccusi MpeKpalaeTcss Ha HaYaJIbHOM CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MrHOBEHHBIMH COOOIIEHUSIMH, B COIIMATIBHBIX CETSAX €CTh
BO3MO>XHOCTb OJIOKUPOBKH OTIPABKH COOOIICHHI C ONPEIETICHHBIX aJIPECOB;

8. Eciu Tl cBugerens kubOepOysimHra. TBOM AEHCTBHS: BBICTYNHTH MPOTHB IpecieioBaTels,
[I0OKa3aTh €My, 4YTO €ro JECHCTBHs OLICHMBAIOTCSI HEraTUBHO, IOJAJEP)KATh JKEPTBY, KOTOPOH HY)KHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLTUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEJICHUS B CETH.

MoOnabHbli Tes1e()oH

CoBpemeHnHble cMapT(OHBI M IUIAHIIETHI COAEpXKAT B ceOe BIOJHE B3pOCHBIA (PYHKIMOHAN, U
TeNepb OHU MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMHM KOMIIbloTepaMu. OIHAKO, CPEICTB 3aLUTHI IS
MOJI00HBIX YCTPOIMCTB IOKa 0OYeHb Maso. TecTupoBaHHe U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJUT HE TaK
MHTEHCUBHO, Kak s 1K, To »e camoe kacaeTcss 1 MOOMIIBHBIX MPUIIOKECHUH.

CoBpemeHHble MOOWJIBHBIE Opay3epbl yKe MpPaKTHUYECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO




pacmupenue (pyHKIIMOHANIA BJICUET 32 COOO0M OOJBIIYIO CI0KHOCTh U MEHBIIIYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MPOU3BOAUTENHU BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTUYECKUE YSI3BUMOCTH
JUISL CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JiIs1 0€301acHOCTH MOOUITBHOTO TenedoHa:

Hwudgero ne saBnsercs IMO-HACTOAIIEMY OecIuIaTHBIM. By,I[B OCTOPOIKECH, B€Ib KOI'1a TeOe npeajararoT
OecIuIaTHBIN KOHTCHT, B HEM MOI'YT OBITh CKPBITEI KaKUC-TO INIATHBIC YCIIYI'U,

Hymaii, npexxae yem otmnpaButh SMS, ¢oTo miam Buzpeo. Thl TOYHO 3HaeUIb, TAE OHU OYyIyT B
KOHEYHOM UTOre?

Heo0xoaumMo 0OHOBISATH ONEPALIMOHHYIO CUCTEMY TBOETro cMapThoHa;
Hcnonp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOMIIBHBIX TeNIe()OHOB;

He 3arpyaii npuiio>keHus: OT HEU3BECTHOI'O MCTOYHHKA, BEJb OHM MOTYT COJCPIKaTh BPEIAOHOCHOES
porpaMMHOe oOecrieueHue;

[Tociie TOro Kak Thl BBIAJICIIL C CaiiTa, rjie BBOAWJI JMYHYIO WH(POPMAIMIO, 3aiiId B HACTPOMKH
Opay3epa u ynanmm cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIYI'M aKTUBUPOBAHBI HA TBOEM HOMEPC,

I[aBaﬁ cBOM HOMCP MOOHIBHOTO Teﬂe(bOHa TOJIBKO JIFOJAM, KOTOPBIX Tbl 3HACIIb W KOMY
JOBCPACHIDb,

Bluetooth nomken ObITH BBIKIIFOUEH, KOTJa Thl UM HE NoJib3yelibes. He 3a0bIBail mHOT]a TPOBEPSITH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBl - 3TO KPACOYHbIE, 3aXBATHIBAIOLINE PA3BICUCHUS, OOBEIUHSIOLINE
COTHHM THICSIY YEJIOBEK 0 BceMy MUpy. MIrpoku ucciaenyroT 1aHHbIH UM MUp, OOLIAIOTCS APYT C JPYTOM,
BBITMIOJHSIOT 3aJaHus, CPa)KarOTCsl C MOHCTPAMM M IOJIy4alOT ONBIT. 3a YAOBOJBCTBHE OHU ILIATST:
MOKYNAIOT JUCK, OIUIAYMBaIOT a0OOHEMEHT UJIH MPHOOPETAIOT KaKUe-TO OILUH.

Bce atu cpenctBa MayT Ha MOJJEpKAHME U PAa3BUTUE WMIPBI, a TakkKe Ha caMmy O0e30MacHOCTH:
COBEPILLIEHCTBYIOTCSI CHCTEMBI aBTOPU3ALIMHU, BBINYCKAIOTCS HOBble HaTyM (LM(pOBBIE 3aruIaTKU JUIs
MIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIacaTrbCsd HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaKu TBOCTO
apoJisgd, Ha KOTOpOM OCHOBaHa CUCTEMaA ABTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBEIE COBETHI 10 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu nmpyroii urpok BeneT cedsl MJIOXO WIM co3JaeT Tede HeMpUATHOCTH, 3a0JOKHpYH ero B
CIMCKE UTPOKOB;

2. Iloxanyiics aAMMHUCTpATOpaM UIPbl Ha IUIOXOE€ NOBEACHHE 3TOrO0 HIPOKA, HKEJIATEIBHO
MPUJIOKUTH KAKUE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIMIO B podaiisie urpsl;




4. YBaxail Apyrux y4acTHUKOB 110 UTPE;
5. He ycranaBnuBaii Heo(uMaabHpIe TATYH U MOJIBI,
6. Mcnonb3yl CI0KHBIE M pa3HbIE MMAPOJIH;

7. Jlaxke BO BpeMs UIPbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. 1Ioka Tl WUrpaems, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIUHT 1IN Kpaka JUIHbIX JaHHbIX

OOBIYHON Kpaxel JeHer W JOKYMEHTOB CErOJHSI YK€ HHUKOTO HE YIWBHIIL, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHH 3JOYMBIIUICHHUKH IEPEMECTHINCh, B MHTEPHET, W IPOJO/DKAIOT 3aHHUMAThCS
"MrOOUMBIM" JETOM.

Tak mosiBuIIach HOBasi yrpo3a: WHTEPHET-MOLICHHUYECTBA MM (DUILHHT, TJaBHAs LEJIb KOTOPOTo
COCTOMT B TIOJIYYCHHH KOHQHUICHIUAIBHBIX JaHHBIX MOJb30BaTeleld - JOrMHOB W maposieil. Ha
aHrIMHCKOM s3bIKe phishing untaercs kak pummar (ot fishing - peiOHas noBis, password - TapoJb).

OcHOBHBIE COBETHI 110 60PHOE ¢ GUITHHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciu ThI 10J03peBacliib, YTO TBOs aHKETa Oblia B3JIOMaHa, TO
HEOOX0JMMO 3a0JIOKMPOBATh €€ U COOOLIUTH aIMHUHUCTPATOPAM pecypca 00 ITOM KaK MOXKHO CKOpee;

2. I/ICHOHBBYﬁ 0e30macHbIE Be6-cal>iTBI, B TOM YHUCJIC, MHTCPHCT-MAIra3BMHOB U ITOMCKOBBIX CUCTCM;

3. Hcnone3yil cioxHble M pa3Hble mnaponud. TakuMm oOpa3oMm, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIIJIEHHUKH TOJyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY IPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecau T1ebs B3IOMald, TO HEOOXOOUMO MpPEeNyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no6aBneHsl y TeOs B JAPY3bsX, O TOM, YTO TeOs B3JIOMalM M, BO3MOXKHO, OT TBOETO MMEHHU Oyner
paccbuIaThCs CllaM U CChUIKU Ha (PUILIMHTOBBIE CalThI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIII0YM coOXpaHEHHE Mapos B Opaysepe;

7. He oTkpbiBaii (haiinel v Ipyrue BIOKEHHS B MUChMaX, J1a)Ke €CJIM OHU MPHIIIH OT TBOUX JIPY3€H.
Jlydiie yTouHU y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (aitiibl.

udposas penyranus

[MudppoBast pemyramuss - 3TO HeraTUBHAs WJIM TO3UTHBHas HH(poOpManus B CceTH O Tebe.
Komnpomerupyromas HHGpopManus, pa3MelieHHas B MHTEPHETE, MOKET CEepbe3HbIM 00pa3oM OTpPa3UThCS
Ha TBOeHl peanpHOW )u3HH. "lludpoBas pemyramus" - 3TO TBOM MMHIK, KOTOPBIA (opmupyercs us
uHpopmanuu o Tede B MHTEpHETE.

TBoe MecTO >XHUTENbCTBA, y4eObl, TBO€ (HMHAHCOBOE IIOJOKEHHE, OCOOCHHOCTH XapakTepa |
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBACTCS B CETH.

MHorue noJIpoCTKH JETKOMBICIIEHHO OTHOCATCS K MyOIUKAaIMK TUYHON nHpopmaru B HTepHETE,
HE TIOHMMAasi BO3MOXHBIX TOcHeAcTBUA. ThI Jake HE CMOXKENIb JO0TralaThCs O TOM, 4To ¢oTorpadus,
pa3MelnieHHas 5 JIeT Ha3al, cTajla MPUYMHOM 0TKa3a MPUHATH Te0s Ha paboTy.




KommenTapuu, pasmemnienue TBoux ¢ororpaduil U Apyrue IEeHCTBUS MOTYT HE MCYE3HYTh JaKe
MocJie TOro, Kak Thl UX yJaluilb. Thl HE 3HaEllb, KTO COXpPaHWI 3Ty MH(OpMalHIo, Momnajia jJu OHa B
MOUCKOBBIE CHCTEMBI M COXPAaHWJIACh JIU OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKpYKAIOIIHMEe JIIOMIH,
KOTOpbIE HAWIYT U YBUAAT 3T0. Haiitu nHdopmainio MHOTO JIET CITYCTSI CMOKET JIF00O0H - Kak U3 J0OpBIX
noOy»K/IeHUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH BPEA. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI permyTaluu:

1. [Togymaii, mpexzae 4eM 4To-TO MyOJIMKOBAaTh U MepefaBaTh y ce0si B OJore Wi B COLUAIbHOU
CeTH;

2. B mnactpoiikax mnpoduis yCTaHOBHM OTpaHWYCHHS HA IPOCMOTP TBOETO Npodwist u ero
COJICP’KUMOTO, CAeIal ero TOJIbKO "1yis apy3en”;

3. He pasmemaii u He yka3piBail HHGOpPMAIMIO, KOTOpasi MOXET KOro-Iu00 OCKOpOJISTH WIIH
00MXKaTh.

ABTOpCKOE IPaBO

CoBpeMeHHbIE IKOJIBHUKH - aKTUBHBIC MOJB30BATENN HU(PPOBOro mpocTpaHcTBa. OaHAKO JaIeKO
HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMHU BO3MOXHOCTSAMU LIU(POBOro MUpa TpeOyeT COONI0ACHHUS TPaB
Ha UHTEJUIEKTYalbHYIO0 COOCTBEHHOCTb.

TepMuH "HHTEIIEKTyalbHAsi COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMUHBIM TBOPEHUSM YEJIOBEYECKOIO
yMa, HAYMHasl ¢ HOBBIX M300peTeHMI U 3HaKOB, 0003HAYAIOIINUX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4MBasi KHUraMu, pororpapusiMu, KHHOQUIbMaMU U My3bIKaJIbHbIMU IPOU3BEICHUSMHU.

ABTOpCKHME TpaBa - 3TO IPaBa Ha MHTEIJIEKTYalbHYI0 COOCTBEHHOCTh Ha NPOU3BEICHMS HAYyKH,
JUTEpaTyppl M HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadyeCcTBE TapaHTUH TOrO, UTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TpyA aBTOpa He OyAeT HalpacHbIM, JacT €My CIIpaBeIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOETO TPYAad, MOIYYUTbh U3BECTHOCTHh U MpHu3HaHHe. HUkTo
0e3 paspelieHus] aBTopa HE MOXKET BOCIPOM3BOAUTH €r0 NPOU3BEJACHHE, PACIPOCTPAHATH, MYOJIUYHO
JE€MOHCTPUpPOBaTh, IMpoJaBaTb, HWMIIOPTUPOBATh, IYCKaTb B TNPOKaT, IMYOJUYHO HCHOIHSITH,
MOKa3bIBaTh/UCIIONHATE B 3upe nin pasmeniats B lHTepHere.

Ucnonp3oBanue "muparckoro" mporpaMMHOTO 0OECII€UEHHUsT MOXKET MPUBECTH K MHOTHM PHCKaM:
OT TOTEpPH MAaHHBIX K TBOUM aKKayHTaM 10 OJIOKMPOBKM TBOETO YCTPOWCTBA, T/I€ YCTaHOBJIECHA
HeleranbHas mporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYILIECTBYIOT JlerajibHble U O€CIUIaTHBIE
MPOTpaMMBbI, KOTOPHIE MOXKHO HANTH B CETH.

O nopraJjie
CereBU4OK.p( - TBOM ITIaBHBIM COBETYHK B CETU. 3/1€Ch Thl MOXKEIlb Y3HATh O OE€30MaCHOCTH B CETU

MOHATHBIM M JOCTYIHBIM S3bIKOM, a NpPHU BO3HUKHOBEHHMM KPHUTHYECKOH CHUTyallud OOpaTHThCS 3a
COBETOM. A TakKe MPUHATH y4yacTHe B KOHKYpCcaX U CTaTh CaMbIM LHU(POBBIM Ipaxk1aHUHOM!




[Ipunoxenne N 3
IMAMSITKA JJISI POJUTEJIEM Ob HHO®OPMAIIMOHHOM BE3ONMACHOCTH JETEN

Onpenenenne TepMmuHa "WHGOpMaIMOHHAS O€30MacHOCTh neTei" comepxkurcs B DeaepanbHOM
3akoHe N 436-D3 "O 3ammre nereid oT HHGOPMALUK, TPUIMHSIONIECH BPEa UX 3I0POBBIO0 U PAa3BUTHIO",
PETYJIUPYIOIUM OTHOIICHHUS, CBSI3aHHBIC C 3aIIUTONW JeTel OT WH(pOpMAlUU, TPUUYUHSIONICH Bpel UX
310pOBBIO U (MK) pa3BUTHIO. COrNIacCHO JaHHOMY 3aKOHY "MH(pOpMalMoOHHas 0€30MacHOCTh eTel" - 3To
COCTOSIHME 3alTUIIIEHHOCTH, IIPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBINA C IPUYUHEHUEM WH(pOpMaIuei
Bpe/ia UX 370POBbIO U (WIH) HU3HUECKOMY, ICUXUYECKOMY, 1yXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbnHoro 3akona N 436-03 uHdpopmanueit, NpUUUHAIONIEH Bpe 370pOBbI0 U (WIIN)
Pa3BUTHIO JETEH, SIBIACTCS:

1. undopmarus, 3anpenieHHas s pacCupoCTPaHEHUs CPEIu JAETel;

2. uHpopMaIus, pacIpoOCTpaHEHUE KOTOPOW OTPAHHYCHO CPEIH JIeTEH ONpEeIeICHHBIX BO3PACTHBIX
KaTEropuil.

3. K undopmanuu, 3anpeieHHoi uis pacpoCTpaHEHUs CPeH 1eTei, OTHOCUTCS:

4. undopmanus, nodyxaaromas JeTed K COBEpIIEHUIO JeWCTBUM, NMPEACTaBIAIONMX YIPO3y HUX
KU3HU U (UIM) 310pPOBBIO, B T.U. IPUYMHEHHIO BPEJa CBOEMY 370POBbIO, CAMOYOUICTBY;

5. cocOOHOCTH BBI3BATH Y JETEH KEJTaHUe yIOTPEOUTh HAPKOTUYECKHIE CPEJCTBA, ICUXOTPOITHBIC U
(umM) oXypMaHMBAIOLIME BELIECTBA, Tal0auHble W3JENUSA, AQJIKOTOJBHYIO U CIHMPTOCOIAEPIKAILYIO
MPOJYKIIMIO, TUBO M HANMTKH, U3TOTaBIMBAEMble HA €r0 OCHOBE; NMPUHATh y4acTHE B a3apTHBIX UTpax,
3aHUMAaTbCs MPOCTUTYLIMEH, OPOISKHUYECTBOM UIIH MONPOLIAHHUYECTBOM;

6. 00OCHOBBIBaIOIIAs WJIM OINPAB/bIBAIONIAs JONYCTUMOCTh HAcWINg M (WJIM) JKECTOKOCTU JIMOO
HO6Y)KI[aIOHIa$I OCYHICCTBJIATE HACUIILCTBCHHBIC JICI\/'ICTBI/HI 10 OTHOIICHUIO K JIIOJAM U )KUBOTHBIM,

7. oTpuIaONIas ceMelHble IIeHHOCTU U (POPMHUPYIOIIas HEYBaKEHUE K POAUTENSAM U (WIH) JPYTUM
YJIeHaM CEMbH;

8. ompaB/BIBAIOIIAst TPOTHBOIIPABHOE ITOBEICHUE;
9. comeprkarias HEIlEH3YPHYIO OpaHb;
10. coneprxkarast HHGOPMAIUIO TOPHOTpahUUECKOro XapaKkTepa.

K undopmaium, pacnpocrpaHeHne KOTOPOW OrpaHHUYEHO CPEeIu JIeTeH OINpeneleHHOro BO3pacTa,
OTHOCHTCSL:

1. I/IH(I)OpMaI_II/ISI, npeacrasjrsicMas B BUIAC I/1306pa)KCHI/I}I HJIK OIMHUCaHUs )KECCTOKOCTH, (I)I/I3I/I‘-ICCKOF ou
(I/I.III/I) MNCUXNYCCKOT'O HACUIIUS, MIPECTYIVICHUSA UJIA NHOT'O aHTI/I06H_ICCTBCHHOFO I[Cf[CTBHSI;

2. BBI3BIBAIONIAS Y JIETEH CTpax, yXac WIM MMaHUKY, B T.4. IpeJCTaBisieMasl B BHJIE U300paKeHUs
WIK OIMCaHUS B YHIDKAIOIIEH YeloBeYeCKoe JOCTOMHCTBO (opMe HEHACHJILCTBEHHOM CMEpTH,
3a00JeBaHus, CAMOYOMIICTBA, HECUACTHOTO CITyyasi, aBapUu WM KaTacTpogbl U (WIH) UX MOCIEICTBUM;

3. mpeacTaBisieMas B BUJIC H300paKEHUS WA OMMCAHUS TIOJIOBBIX OTHOIICHUH MEXKTY MYKYMHOU U
JKCHILMHOM;




4. comeprkaiasi OpaHHBIE CIIOBA U BBIPAXKEHHUSI, HE OTHOCSIIMECS K HELIEH3YPHOU OpaHH.

C yuerom storo Bam mpemaratorcs mpaBwia paboTel B ceTH VHTEpHET I pa3iIuvHBIX
BO3PACTHBIX KaTErOpHUi, COOIOACHUE KOTOPBIX MO3BOJUT 00ECIeYnTh MHPOPMAITMOHHYIO 0€3011acHOCTh
BallluX JETEH.

OO0mme npaBuJia 1Jis1 poauTesiei

1. HezaBucumo oT Bo3pacTta peOEHKa HCHONb3YHTE MPOrpaMMHOE OOeclieueHue, MOMOTaroIee
GWIbTPOBaTh W KOHTPOJIHPOBATH HH(OpMAIMIO, HO HE IOJIaraliTeCh IMOJHOCThIO Ha Hero. Bame
BHUMaHHE K PEOCHKY - TJIABHBIA METO/I 3aIHUTHI.

2. Ecom Bam pebGeHOK uMeeT akKayHT Ha OJHOM M3 commanbHbBIX cepucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.I.), BHUMATECIbHO H3YYHWTE, KaKyl0 HWH(OPMALHUIO MOMEMIAIOT €ro
YYaCTHUKHU B CBOMX Mpouisx u 6iorax, Bkiouas ¢poTtorpaduu u BUAEO.

3. IlpoBepbTe, ¢ KakuMu JpYyrMMM caiiTaMy CBsI3aH COLMAIbHBIN cepBuc Bamiero pe0OeHka.
Crpannukn Bamero peGeHka MoryT OBITh O€30MacHBIMH, HO MOTYT M COJAEPKaTh CCBUIKH Ha
HEe)XeJaTeNbHble M ONAcCHbIE CAlThl (HampuUMep, MMOPHOCANT, WM CalT, Ha KOTOPOM JApYr YINOMHHAeT
HOMeEp coToBoro Tenedona Bamrero pedenka nin Bam momanauii aapec)

4. Tloompsiite Bammx nereit cooOmarh 000 BCEM CTPAaHHOM HIJIM OTTAIKHBAIOIIEM M HE CIIHIIIKOM
OCTpPO pearupyire, KOrJja OHHU STO JIeNaroT (MU3-3a OMAaceHus: MOTepsATh AOCTyN K MHTepHeTy neTu He
TOBOPSIT POJUTENSIM O TIpOoOJIeMax, a TAK)Ke MOTYT HayaTh MCIIOJIB30BaTh VIHTEpHET BHE JJOMa U IIIKOJIBI).

5. BynsTe B Kypce ceTeBoi ku3HU Bamero pebenka. MHTepecyiitecs, KTo UX Apy3bs B HTepHET
TaK e, KaK HHTEPECYETeCh PEATbHBIMU APY3bAMH.

Bospacr ot 7 no 8 qer

B MHTepHeTe peOeHOK cTapaeTcs MOCETUTh T€ WM MHbIE CAWThl, @ BO3MOXKHO M YaThl, pa3pelieHne
Ha IOCELICHHE KOTOPHIX OH HE MOJy4us Obl OT poaurenei. IloaTomy poautensM ocoOEHHO MOJIE3HbI
OyayT Te OTYeTbl, KOTOpbIE MPEIOCTABISIOTCA MpPOrpaMMaMH [0 OTPAHUYEHHUIO HCIIOJIb30BaHMS
Wutepnera, T.e. Ponurenbckuil KOHTPOJIb WM TO, YTO BBl CMOXKETE YBUJETh BO BpeMEHHBIX (aiinax. B
pesyabTare, y pebeHka He OyJeT OLIYIIeHHUs, YTO 3a HUM BEAETCS IMOCTOSHHBIM KOHTPOJb, OJHAKO,
ponuTenu OyAyT MO-TIPEKHEMY 3HaTh, KaKWe CAMThI MocemaeT ux pedeHok. JleTn B TaHHOM Bo3pacTte
00J1aJ]al0T CUJIBHBIM YYBCTBOM CEMbH, OHH JIOBEPUYHMBBHI U HE COMHEBAIOTCS B aBTOpUTeTax. OHU JIOOST
UTpaTh B CETEBBIE UTPHI U ITyTEMIECTBOBATh IO MIHTEpHETY, NCIIOJIB3Ysl DIIEKTPOHHYIO IOYTY, 3aXOJUTh Ha
CalThl U YaThl, HE PEKOMEHIOBAaHHBIE POAUTEIISAMHU.

Cogersl 110 Oe3omacHocTH B cetr IHTepHeT /i neTeit 7 - § net

1. CoznaiiTe ciMcoK AOMAaIIHUX MpaBUII ocenieHus InTepHeTa npu yyacTuu Jieteil u Tpelyiite ero
BBITIOJTHEHUSL.

2. Tpebyiite ot Bamero pebeHka coOm0eHIS BPEMEHHBIX HOPM HAXOXACHHS 32 KOMIIBIOTEPOM.
[Tokaxure pedbenky, uro Bel HabmogaeTe 3a HUM He moToMy 4To Bam 3T0 Xouercs, a moromy yTo Bol
OecrokouTech 0 ero 6€30MacHOCTH U BCET/1a TOTOBBI €My MTOMOYb.

3. Kommprotep ¢ moakmroueHueM K WHTepHETY JOMKEH HaXOAuThCs B OOIIEH KOMHATe TOJ
MPUCMOTPOM POAUTENEH.

4, I/ICHOHB3yﬁTe CIICHUAJIBHBIC NJCTCKHUEC IIOMCKOBBIC MAallIUHBI.




5. Hcnonb3yiiTe cpeictBa OJIOKHUPOBAHMSI HEKENIATENIbHOTO KOHTEHTa KakK [OMOJHEHHE K
cTaHIapTHOMY PoauTensckoMy KOHTPOJIIO.

6. Co3maiiTe CEeMEWHBIN AICKTPOHHBINA SIIUK, YTOOBI HE TO3BOJIUTH JIETSIM HMETh COOCTBEHHBIC
azpeca.

7. bBiokupyiite mocTyn K caiitTaM C O€CIUIaTHBIMA TIOYTOBBIMHU SIIUKAMH C  TIOMOIIBIO
COOTBETCTBYIOIIETO MPOrPAMMHOT0 00ECIICYCHUSI.

8. Ilpuyunrte nereir coBeToBaThcs ¢ Bamm mepen omyOJMKOBaHHMEM KaKOH-TMO0 HH(POpPMAIMH
CpeICTBaMH JICKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX POPM U MPoQUIICH.

9. Hayuute neteii He 3arpykath (aiiiibl, pOrpaMMBbl WIIM MY3bIKY 0€3 Balllero Corjacus.
10. He pa3pemaiite 1eTsM UCIOIB30BaTh CIIY’)KObI MTHOBEHHOTO 0OMEHA COOOIICHUSIMHU.

11. B "Genplii" cCIMCOK CaTOB, Pa3peIICHHBIX VIS IMOCEHICHUS, BHOCUTE TOJBKO CAUTHI C XOPOIICH
penyramuei.

12. He 3a0pBaiiTe OGecemoBaTh ¢ neThbMH 00 MX Jpy3bsix B MHTepHeTe, Kak eciiv Obl pedyb IUIa O
JIPY3biX B pEATbHOM KU3HMU.

13. He nenaiite "Tra0y" w3 BOMPOCOB MOJIOBOW KH3HHU, TaK Kak B MHTepHETEe €T MOTYT JIETKO
HATKHYTbCSI Ha IOPHOTpauIo WIK CaluThl "I1s1 B3pOCIbIX .

14. Ilpuyuute Bamiero pebenka cooOmaTh BaM O JIOOBIX Yrpo3ax WJIH TPEBOraX, CBSI3aHHBIX C
WNutepuerom. OcrtaBaiiTech CIIOKONHBIMA U HAallOMHHUTE JETSIM, YTO OHU B 0€30MaCHOCTH, €CIH CaMH
pacckaszaiay BaM O CBOMX TpeBorax. lloxBamure ux M NOCOBETYWTE MOJOMTH emie pa3 B MOJOOHBIX
ClIydasx.

Bo3spacr gereii or 9 10 12 ger

B nanHOM Bo3pacTe A€TH, Kak MPaBUJIO, yXKe HACIBIIIAHbl O TOM, Kakas MH(OopMaIus CylecTByeT B
WNuTtepnere. CoBepiieHHO HOPMAaJIbHO, YTO OHU XOTST 3TO YBHMJIETh, IPOYECTh, ycibliaTh. [lpu sToM
HY>KHO IOMHUTb, YTO JIOCTYI K HEXeJaTeJIbHbIM MaTepHajaM MOXKHO JIETKO 3a0JIOKMPOBATh PU MOMOIIU
cpeacTsB PonuTenbckoro KOHTPOJIS.

Cosersl o 0e30macHoCTH It nerer ot 9 mo 12 ner

1. CoznaiiTe CMCOK TOMAITHUX MPaBWiI MocemeHust IHTepHeT npu ydacTuu eTei u TpedyiTe ero
BBITOJIHEHUS.

2. Tpebyiite oT Barmero pebenka coOm01IeHUst HOPM HaXO0XKIACHHUS 32 KOMITBIOTEPOM.

3. Habmromaiite 3a peOeHKOM TIpH paboTe 3a KOMIBIOTEPOM, TTOKKUTE eMy, uTo Bbl OecrokonTech
0 ero 0e30MacHOCTH U BCET/1a TOTOBBI OKa3aTh €My MOMOIITb.

4. KowmmproTep ¢ moakiIoYeHHEeM B MHTEpHET MOMKEH HaxXOIUThCS B OOIIEH KOMHATE IO
MPUCMOTPOM POJUTENEH.

5. I/ICHOHBSyﬁTC CpeacTBa 6J'IOKI/IpOBaHI/I${ HCXCIIATCIIbHOI'O KOHTCHTAa KaK JOIIOJHCHUE K
CTaHAApTHOMY POI[I/ITCJ'IBCKOMY KOHTPOJIIO.

6. He 3a0piBaiiTe mprHUMaTh HEMOCPEICTBEHHOE y4acTHe B )KH3HU peOeHka, OeceoBaTh ¢ I€TbMU




00 ux 1py3bsax B HTepHerTe.

7. HacrauBaiite, yToObl JE€TH HUKOIJIAa HE COTrJAlllaiCh Ha JIMYHBbIE BCTPEUU C JPY3bSIMU 110
HNutepnery.

8. ITo3BouisAiiTe AETSIM 3aXOJUTh TOJIBKO Ha CalThl U3 "Oenoro" cnucka, KOTOpbIi CO3/1aliTe BMECTE C
HUMU.

9. IlpuyunTe feTeil HUKOT/IAa HE BBIIABATh JIMYHYIO HHPOPMALIUIO CPEACTBAMU DIICKTPOHHOM MOYTHI,
9YaToB, CUCTEM MIHOBEHHOT'O 0OMEHa COOOIIEHUSIMH, PETUCTPALIMOHHBIX (DOPM, IMYHBIX MPOGHIEH U TPU
perucTpanuy Ha KOHKYpChl B IHTepHeTe.

10. [Tpuyunrte nereit He 3arpyxaTh mporpaMmmel 6e3 Bamiero paspemenus. OOBSICHUTE UM, YTO OHU
MOTYT CIy4ailHO 3arpy3UTh BUPYChI WJIM APYTO€ HEXEJIaTeIbHOE IPOrpaMMHOE 00eCIIEUEHHE.

11. Coznaiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3alUCh 7151 pabOThl HA KOMIIBIOTEPE.

12. Ilpuyuure Bamiero pebeHka cooOuaTh BaM O JIOOBIX Yrpo3ax WIH TPEBOrax, CBSI3aHHBIX C
WuTeprnerom. HamoMHuTE AETSAM, 4TO OHM B O€30MACHOCTH, €CII CaMHU PACCKa3aJid BaM O CBOMX TPEBOTax
Y OIIACEHUSIX.

13. Pacckaxute nersam o nopHorpaduu B UutepHere.

14. HacrauBaiite Ha TOM, 4yTOOBI JAE€TU MPEAOCTABISUIA BaM JOCTYIl K CBOEH AJIEKTPOHHOMW IOYTe,
4TOOBI BBl YOEIWIINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMHU.

15. OObsicHUTE JeTsIM, YTO HENb3s HCIOJB30BaTh CETh JUIsl XYJIUTAHCTBA, PacCHpOCTPaHEHUs
CIUIETEH WX yIPO3.

Bo3zpacr gereii ot 13 10 17 aer

B sTOoM BO3pacTe moApoCTKH aKTUBHO MCIIONB3YIOT TIOMCKOBBIE MAIIMHBI, TOJIb3YIOTCS 3JIEKTPOHHOM
MOYTOH, CIIy’)kOaMH MTHOBEHHOTO OOMEHa COOOIIEHUSIMH, CKauMBAIOT MYy3bIKY U (puibMbl. ManbunkaMm B
3TOM BoO3pacTe OoJblle MO0 HpaBy CMETaTh BCE OTPaHMUEHUS, OHHM KaXAyT IpyOoro romopa, a3apTHBIX
Urp, KapTHHOK "Uis B3pocibiX". JIeBOUKHM NMPennoyuTaoT OOIIAaThCS B yaTax, IPU 3TOM OHHM ropasio
0o0Jj1ee YyBCTBUTEIBHBI K CEKCYalIbHBIM JlOMOraTesbcTBaM B HTepHeTe.

3ayacTyro B JAHHOM BO3pPAacTe POJUTENSIM YK€ BECbMa CIIO)KHO KOHTPOJIMPOBATh CBOMX AETEH, TaK
Kak 00 lHTepHeTe OHM YK€ 3HAIOT 3HAYMTENBHO OOJbIlIE CBOMX pojauTened. TemM He MeHee, He
oTmyckaiTe neredl B '"cBoOomHoe miaBaHue" mo HMHrepHery. CrapaiiTech akTUBHO Y4acTBOBaTh B
obmenun pedbenka B MIHTepHeTe.

BaxxHo no-npexxHemy cTporo coOiroaath npasuia MHTepHET-0€3011aCHOCTH - COTTIAIIEHHE MEXy
ponutensiMu U JeTbMu. Kpome TOro, HeoOXOAMMO Kak MOXKHO 4Yalle NpPOCMAaTPUBaTh OTYETHI O
nesrenbHocTH netel B WutepHere. Cremyer oOpaTUTh BHUMaHHE Ha HEOOXOAMMOCTb COAEPIKaHUS
POIUTENbCKUX Taposiel (mapoyie aJIMUHUCTPATOPOB) B CTPOTOM CEKpeTe M OOpaTUTh BHHUMAaHHUE Ha
CTPOTOCTb 3THUX MApOJIEH.

Cogertsl 110 0€30MacHOCTH B 3TOM Bo3pacTe oT 13 1o 17 ner

1. Co3pmaiiTe COMCOK IOMAalIHUX IpaBUi IOcelieHus MHTepHeTa mpH ydacTHH NOJPOCTKOB H
TpeOyiiTe 0e3yCIOBHOrO €ro BbINOIHEHUs. OOroBopute ¢ peOEHKOM CIHMCOK 3alpELICHHBIX CaHTOB
("uepHsIii crircok"), gacel paboTel B IHTEpHETE, pyKOBOACTBO 1O 001IeHu0 B IHTepHeTe (B TOM YHCIIE B




yaTax).
2. KoMmprotep ¢ moakioueHueM K ceTi IHTEpHET JO/HKeH HaXOUThCs B 00IIel KOMHATE.

3. He 3a0mbIBaiiTe OecenoBath ¢ ASTbMH 00 UX JPYy3bsiX B IHTepHETE, O TOM, YeM OHHU 3aHSTHI TAKUM
oOpa3om, OyATO pedb HAET O APY3bsX B pealbHOU ku3HU. CHpalmBaiTe O JIOIIX, ¢ KOTOPBIMU JIETH
00IIAI0TCSI TOCPEACTBOM CTY>KO MIHOBEHHOTO OOMEHA COOOIICHHUSIMU, YTOOBI YOSIUTHCS, YTO 3TH JIIOIU
MM 3HAKOMEL

4. Hcnonw3yiiTe cpenctBa OJOKMPOBAaHUS HEXKENATEIbHONO KOHTEHTAa Kak JOIMOJIHEHUE K
CTaHIapTHOMY PoauTensckoMy KOHTPOIIIO.

5. Heobxomumo 3HaTh, KaKUMHM YaTaMH TMOJib3yloTcs Bamm peru. Iloompsiite ncnoib3oBaHue
MOJIEPUPYEMBIX YAaTOB U HaCTaUBaNTE, YTOOBI IETH HE OOLIAJINCH B IPUBATHOM PEXKUME.

6. HacrauBaiiTe Ha TOM, YTOOBI [I€TM HUKOT/IA HE BCTPEUAIHCh JIMYHO C APY3bSIMHU M3 CETH
HNuTtepner.

7. llpuyuute Aetel He BbIJABATh CBOIO JUYHYIO MH(POPMAIUIO CPEACTBAMU SJIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MTHOBEHHOTO OOMEHA COOOIICHUSIMH, PErUCTPAIIMOHHBIX (DOPM, JTMYHBIX NMpoduiIei u npu
perucTpanuu Ha KOHKypchl B UHTepHeTe.

8. [IpuyunTe nereit He 3arpyxaTh nporpammbl 6e3 Bamero paspemenus. O0bsCHUTE UM, UTO OHU
MOTYT CIy4YaifHO 3arpy3UTh BUPYCHI HIIU APYroe HeXelaTeIbHOe IPOrpaMMHOE 00ecIIeYeHHE.

9. Ilpuyunte Bamero pebeHka cooOmaTe BaM O JIIOOBIX yrpo3ax WM TPEBOIax, CBS3aHHBIX C
WNurteprnerom. HamomHnTE N€TSM, 9YTO OHM B O€30MIACHOCTH, €CJIM CaMH paccKas3ald BaM, O CBOMX yrpo3ax
i TpeBorax. I[loxBanuTe nX U MOCOBETYHTE MOAONTH €l11e pa3 B MOJOOHBIX CIydasX.

10. Pacckaxute nersim o mnopHorpapuu B MHTephere. Ilomorure uMm 3allUTUTBCS OT cHama.
Hayuute nmogpoctkoB He BblaBaTh B MIHTEpHETE CBOEro peaJlbHOrO dJIEKTPOHHOIO aapeca, HE OTBEYaTh
Ha He)KeJaTeJbHbIE MMChMa U UCTI0JIb30BaTh ClIELUAIbHbIE TOYTOBBIE (PHIIBTPHI.

11. [IpuyunTe cedst 3HAKOMUTBCS C CAWTaMH, KOTOPbIE MTOCELIAIOT MOIPOCTKH.

12. Haqu/ITe JeTel yBaXaThb APYIr'ux B MHTCPHCETC. y6e,[[I/ITeCI:>, YTO OHH 3HAKOT O TOM, YTO IIpaBUJIa
XOopouiero moBCACHUs ,Z[eﬁCTBYIOT BE3€C - JAKE€ B BUPTYAJIbHOM MHUPC.

13. OObsicHUTE AETAM, YTO HU B KOEM Ccllydae Heib3s Hcnoyib3oBaTh CeThb ISl XYJIUTaHCTBA,
pacnpoCTpaHEHUs CIUIETEH WIN YIrpo3 APYTUM JIOISM.

14. Ob6cyaute ¢ NOAPOCTKaMU MpPOOJIEMBbl CETEBbIX a3apTHBIX WUIP M HMX BO3MOXHBIM PHCK.
Hanomuure, 4TO 1€TH HE MOTYT UTpaTh B 3TH UTPHI COTJIACHO 3aKOHY.

[TocTossHHO KOHTpONUPYITE ucnonb3oBanue MHTepHera Bammm pedbenkom! D10 HE HapylIeHHE €ro
JUYHOTO TPOCTPAHCTBA, a Mepa MNPEIOCTOPOKHOCTU U TposiBlieHWe Bamield poautenbckoit
OTBETCTBEHHOCTH M 3a00THIL.




